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Version

This article was created by SAP CDC Former(Gigya) 5.7.x Version

Brief Description

This document has the objective to exemplify how SAP CDC Gigya improve Customer
|dentity Security using RBA (Risk-Based Authentication). The RBA is a layer of account
security that can prevent malicious attacks and hacking attempts on your site.

| hope you enjoy it!!
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Extensive knowledge in implementations of SAP S4hana and C4hana solutions in the areas of Call Center, Services, Marketing and Sales.
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Blog - Médulo CRM Blog - Médulo CRM
Email: claudio.goulart@modulocrm.com.br Page 1 Site: www.modulocrm.com.br




Article - Blog Médulo CRM Web Site

Customization Guide - SAP C/4hana

Content

Ao CUSTOMUZALION ...ttt bbb bbbt b bt bea b eh e b ea e e b e e e b€ e e e b e eEeh e eeeh e eEeh e eeeh e a4 e s e et e s e eh e s e et e st ebea e e ben e ebe st ehe s e bt b ehe s e st b et st et et e e s b et ne 3
SIS I B T=Y - o7 o 1o 1 o o SRS 3
I O 1 T3 o] 1 0 4 [ ' [ OSSP 4
I TR O ¢ T-Y o (] g ¥ IR o g TN Lo [T oy YooY 6
1.4. Registering a new User into your Web Site (COMPULET) ..............oo ittt b ettt b et b e bbb bbbt bbbt sbe e b e eees 6
1.5. Checking the Account ACtivation (EMQil) ...............ooooiiii ettt sttt st ettt bt b et s 7
1.6. Accessing the Web Site from different device (MODIIE) ...............oou ittt st sttt b e e ebe s 8

Blog - Médulo CRM Blog - Médulo CRM

Email: claudio.goulart@modulocrm.com.br Page 2 Site: www.modulocrm.com.br




Article - Blog Médulo CRM Web Site

Customization Guide - SAP C/4hana

1. Customization

11. Description

RBA (Risk Based Authentication is used to prevent malicious attacks and hacking attempts do your web site. RBA includes two types
of rules, Global and Account. Global Rules applies to all login attempts in your site. Account Rules applies to individual Accounts. SAP
CDC provides several rules available out of the box, but we will test the connection with different devices (Computer and Mobile)
using the same User Id.

Any of the following events can trigger a requirement for a higher level of authentication:

Failure to login after a specified number of attempts, from a specific account or IP address.
Percentage of failed logins, triggered after a specified number of attempts

e New device used for login.

First login from a different country.

Authentication
Authentication Method

Level
Email 10
Phone 20
Time-based authentication (e.g. Google Authenticator), also known as "TOTP" 20

Push TFA (Two-Factor Authentication via mobile device push notification). Note that this method is not
used in a registration flow as it requires a user to have an existing session for their second factor 30
authentication. Instead, it is triggered by a third-party app. For more information, see below.

Notes:

e A new registration automatically receives an authentication level of 10.
» To be able to authenticate users via their mobile phones, you must set up an account with Twilio / LiveLink, or
configure a different provider using Extensions. For more information, see below.

User registers via
Gigya'’s registration flow

A second-factor auth
screen is displayed.
User selects
authentication method

| Time-based

Email Phone authentication
1. User enters email 1. A QR code is shown
address in Gigya TFA AR ey ene Dhioie in Gigya TFA screen
screen in Gigya TFA. screen 2. User scans QR
2. User receives code &, Usef feceives code code via auth app
via email via SMS : 3. Code appears in the
3. Enters the code in %i El:esr:rgz‘oode n app '
Gigya screen gy 4. User enters code in

Gigya screen

Source Data: https://developers.gigya.com/display/GD/Risk+Based+Authentication
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1.2. Customizing

First, into the policies configuration, it is necessary to check the Email Verification. Then save the configuration

27 SAP Customer Data Cloud - Polic X &7 Risk Based Authentication - Gigy X | =+ = X
< C O @ consolegigyacom/site/partners/Settings.aspx#/policies-app a #*# = @ M o9 @ e x§ O
: Apps M Inbox (39) - gjsgoul. 1> Targetprocess 1> Reports de Errores By Google Tradutor Leitura CDC Ferreyros SAP Blog Apto SP Unimed » Outros favoritos
Registration-as-a-Service ~ =

Consent . )
Default Login & Registration Screen-Set
BOliCie= Web: Mobile Web:
None v‘ ‘ None v

Email Templates

Screen-Sets

Email Verification
Schema

Require email verification
RBA

—J e | u o
Webliocks || Use code verification @
IdentitySync PN ] Customi irection URL:  http:// unts.gi m/G! aspx @

Dataflows

) Customize verification link expiration time: 24 (-]
Integrations ) Automatically login users upon email verification @
Comments v

Game Mechanics e Authentication Types

+ Password

] Push Notification | Firebase Server key. (-]

Password Strength
Define the minimum required for new passwords entered by the user.

Password Strength
Min Length: ‘ 6 ‘

Min Character

Groups: ‘ o ‘Q

Regular Expression:

Let’s go to the RBA Configuration demonstrated below. | will create our rule clicking in the button “Add Rule-Set” into the Account Rule-Sets.

=7 SAP Customer Data Cloud - RBA X &7 Risk Based Authentication - Gigy X ‘ + = X
< C O @ consolegigya.com/site/partners/Settings.aspx#/rba-app Q ¥ = @@ N O 9 @ O » .@ [+ ]
T Apps M Inbox (39) - gsgoul.. K Targetprocess I Reports de Errores  Bg Google Tradutor Leitura CDC Ferreyros SAP Blog Apto SP Unimed » Outros favoritos

SAP  Customer Data Cloud modulocrm 13107

Basic A Sites Settings Reports Customer Insights Identity Access

Site Settings
Certicate Provisioning Risk Based Authentication (RBA)

Copy Configuration
Risk Based Authentication uses risk factors to determine the appropriate level of authentication required for a given login. For example, if a user fails login a number of times, you might want to

Providers Configurations challenge their next login attempt with a CAPTCHA, or if a user logs in from another country, you might want to require that they enter a pin code sent to their mobile device. For more
information, see the Developer's Guide.

Permissions
Global Rules ( ]
2 Add Rule
SAML Login These rules are applied to all logins. L
WebSDK Configuration
Description Status Settings
SAML Identity Provider
OpenlID Connect Provider On multiple failed login attempts > lockout account Q -
Signals
Extensions
Account Rule-Sets
Add Rule-Set
X These rules are applied to an account by an administrator or end user, depending on the Account Rule-Set Override settings.
0IDC Login
Registration-as-a-Service ~ D e i Settings
Consent
no items
Policies

Email Templates

Default Account Rule-Set: @ *
Screen-Sets

Schema fione s
RBA .

Account Rule-Set Override: @
Webhooks D No Adminonly @ Admin and end user

The out-of-the-box rules will be listed, choose the rule “On Device change > force verification of auth level 10 or higher”, then “Next”

=7 SAP Customer Data Cloud - RBA X &7 Risk Based Authentication - Gigy X \ + - X

<« C O @ consolegigya.com/site/partners/Settings.aspx#/rba-app Q x# =@ M09 IO xEO

T Apps M Inbox (39) - cjsgoul.. I Targetprocess I Reports de Errores By Google Tradutor Leitura CDC Ferreyros SAP Blog Apto SP Unimed » Outros favoritos

SAP  Customer Data Cloud

Basic cs Sites Settings Reports Customer Insights Identity Access
Site Settings
Certificate Provisioning Risk Based Authentication (RBA)
Copy Configuration
Risk Based Authentication uses risk factors to ine the iate level of ication required for a given login. For example, if a user fails login a number of times, you might want to
Providers Confif i their next login attempt with a CAPTCHA, or if a user logs in from another country, you might want to require that they enter a pin code sent to their mobile device. For more information,

see the Developer's Guide.

Permissions

Add Rule-Set >4 —_—
Global Rules { Add Rule w
SAML Login These rules are applied to all logins. J
Rule-Set Templates
WebSDK Configuration
Description Status. Settings
SAML Identity Provider
OpenID Connect Provider On multiple failed login attemg | On device change > force verification of auth level 20 or higher -9 o
On country change > force verification of auth level 20 or higher
Signals On device change > force verification of auth level 30 or higher
On country change > force verification of auth level 30 or higher
Esartons On device or country change > force verification of auth level 10 or higher
Account Rule-Sets On device or country change > force verification of auth level 20 or higher
. These rules are applied to an account! | On device or country change > force verification of auth level 30 or higher
0IDC Login
Registration-as-a-Service A ” ( ) T —
= -
Consent X )
no tems
Policies

Email Templates

Default Account Rule-Set: @ *
Screen-Sets

Schema None hd

RBA .
Account Rule-Set Override: @

Webhooks O nNo O Adminonly @ Admin and end user
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= SAP Customer Data Cloud - RBA X

& c o

SAP  Customer Data Cloud

Basic
Site Settings
Certificate Provisioning
Copy Configuration
Providers Configurations
Permissions
SAML Login

WebSDK Configuration

SAP  Customer Data Cloud

Basic
Site Settings
Certificate Provisioning
Copy Configuration
Providers Configurations
Permissions
SAML Login
WebSDK Configuration
SAML Identity Provider
OpenlD Connect Provider
Signals
Extensions
0OIDC Login
Registration-as-a-Service
Consent
Policies
Email Templates
Screen-Sets
Schema
RBA

Webhooks

Apps M Inbox (39) - jsgoul...

=7 Risk Based Authentication - Gigy X \ +

@ console.gigya.com/site/partners/Settings.aspx#/rba-app

IS Targetprocess 1 Reports de Errores By Google Tradutor Leitura CDC Ferreyros SAP

Sites Settings Reports Customer Insights Identity Access

Risk Based Authenti

Add Rule-Set

Risk Based Authentication uses risk
challenge their next login attempt \
see the Developer's Guide. ID:*

For more information on rules, see Developer's Guide

GloballRules ‘ device_change_email_verification
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The rule “device_change_email_verification” is created automatically. Just click on the button “Apply”.

= X
Q% = @MO9=0rgo
Blog Apto SP Unimed » Outros favoritos

modulocrm 131075,

.

For example, if a user fails login a number of times, you might want to
at they enter a pin code sent to their mobile device. For more information,

These rules are applied to all logins.

@@ storus

Add Rule

Sites Settings Reports Customer Insights Identity Access

Risk Based Authentication (RBA)

- Rules _
Description status Settings
SAML Identity Provider 1
3 “rules": [
3
OpenID Connect Provider On multiple failed login atter 4 “description”: “On dev ‘ e
2 erap
5 "type": "TFA",
Signals 7 “authLevel”: 10
8
Extensi <
xtensi
e Account Rule-Sets & “authLevel": 10,
Sl g These rules are appled o anaccou 12 })"expiratmnPericd“: 2592000
14 "enabled": true
15 ¥
Registration-as-a-Service D 16 1 s SEMings
37 )} g
Consent
Policies g L
Email Templates )
e
Default Account Rule-Set: ( )
Screen-Sets
Schema e hd
RBA .
Account Rule-Set Override: @
Webhooks O No O adminonly @ Admin and end user
Save the configuration clicking in the “Save Settings”
=7 SAP Customer Data Cloud - RBA X &7 Risk Based Authentication - Gigy X ‘ + = X
< C O @ consolegigya.com/site/partners/Settings.aspx#/rba-app Q ¥ = @@ N O 9 @ O » .@ [+ ]
T Apps M Inbox (39) - cjsgoul.. I Targetprocess I Reports de Errores By Google Tradutor Leitura CDC Ferreyros SAP Blog Apto SP Unimed » Outros favoritos

modulocrm 13107!

Save Settings

Risk Based Authentication uses risk factors to determine the appropriate level of authentication required for a given login. For example, if a user fails login a number of times, you might want to
challenge their next login attempt with a CAPTCHA, or if a user logs in from another country, you might want to require that they enter a pin code sent to their mobile device. For more

information, see the Developer's Guide.

Global Rules

These rules are applied to all logins

Description

On multiple failed login attempts > lockout account

Account Rule-Sets
These rules are applied to an account by an administrator or end user, depending on the Account Rule-Set Override settings.

D Rules

device_change_email_verifica 1. On device change, force verification of auth level 10 or higher

Default Account Rule-Set: @ *

None v

Account Rule-Set Override: @

Add Rule

Status Settings

‘ Add Rule-Set

Status Settings

In the same RBA configuration, the field “Default Account Rule-Set” choose the rule that we already created,
“Device_Change_ Email_Verification”. Then into the “Account Rule-Set Override” click in the “Admin and end user” option.

Default Account Rule-Set: @ *

device_change_email_verification v

Account Rule-Set Override: @

No O Admin only

Admin and end user

Continue in the RBA Configuration, provide the following information

» Auth Level 10 — Email
> Auth Level 20 — Authenticator App (Time-Based Authentication)
> Application Name (RBAModulo)

Page 5
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Verification Methods

Select which verification methods to allow. Each verification method provides a minimum level of authentication, where higher auth levels mean higher levels of trust. For example, if you set the auth level to 10, you
may use a verification method with an auth level of 10, 20, or higher.

Auth Level 10 @

Email

Auth Level 20 @

_J SMS/Phone Authenticator App (Time-Based Authentication)

Time-Based Authentication (Totp) Configuration

Application Name

RBAModulo|

1.3. Checking the Identity Access

Into this document, | will register a new user, then before that, | will show to you the Identity Access. There is no user created into the
ModuloCRM Site.

Z SAP Customer Data Cloud - Ide x -+ - X
< C Y @ consolegigya.com/site/partners/UserManagement.aspx/UserSearch Qa % = @ M 0 9 @ ® »§ O
2 Apps M Inbox (39) - ¢jsgoul.. I Targetprocess 5> Reports de Errores B Google Tradutor Leitura CDC Ferreyros SAP Blog Apto SP Unimed » Outros favoritos

SAP  Customer Data Cloud

Sites Settings Reports Customer Insights Identity Access

Identity Access Developer's Guide
Search by Email ‘ v ‘ ‘ m [ Vi
Name Email Address. Data Center Gender & Age & LastUpdated € Identities Actions.

No records.

1.4. Registering a new User into your Web Site (Computer)

| built a web site which is integrated with SAP CDC. This is the moment to test our configuration. Then, | am accessing my web site
using my computer and | will click into the “Register” link.

[ Modulo CRM - SAP Gigya - Jave X | 4 = a X
<&« O @ Nioseguro | www.modulocrm.com.br/ModuloCRM_RBA.html# *x = Nao sincronizando @
Lite Registration! | Repister | Login

Firstname . Lastname Email
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The Screen-Set Registration appears, then | will provide my email, name, and password. | will agree with the consents and click the button
“Submit”

I [ Modulo CRM - SAP Gigya - Java X

= = ©) A Nio seguro | www.modulocrm.com.br/ModuloCRM_RBA.html# Q * Y= @

Registration

Quickly register with your social network: Register with your email and password:

[ o . [ . o N
m Twitter cisgouiari@gmaii.com

Claudio Goulart

o [—

(] Subscribe to our newsletter
| have read and understood the Terms of Use *
| have read and understood the Terms of Privacy *

I have read and understood the Others Terms

Have an account already?

An information is shown informing that “A verification email with a link to verify your account has been sent to you”. Then | click into the
button “OK”.

< > O A Nio seguro | www.modulocrm.com.br/ModuloCRM_RBA.html# Q K = @&

Email Verification

A verification email with a link to verify your account
has been sent to you.

1.5. Checking the Account Activation (Email)

As | mentioned, | will receive an email to check if my email is real. Then, | will click into the link “Activate link”

Account Activation

"

° Name <noreply@gigya-raas.com> 11:34 AM (0 minutes ago) ﬁ «
“ tome ~

Hello Claudio Goulart,

T TSt activate your account:
Activate link
4 Reply ®» Forward
1 deleted r je in this ion. View je or delete forever.
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An Email Verification page will be exhibit immediately. My User was activated.

Email Verification

Thank you, your email address is now verified on our system.

1.6. Accessing the Web Site from different device (Mobile)

Now, let’s test if my configuration is doing exactly what | want to. | will connect into the same web site, however, using my cellphone.

| will click into the link “Login”, then an SAP CDC login page will appear asking me my email and password. | will provide it right the way. We will se

what happen.

11:40 2 B V2 ) 68% @ 11:417 d &2 B G 68%E

Y A modulocrm.com.br/ModuloC : © A modulocrm.com.br/ModuloC (@) i

Lite Registration! | Register | Login

Quickly log in with your social network:

G GOOQle

-
Firstname Lastname Email

or

Log in with your email and password:

Email *

Password *

=] Keep me logged-in Forgot password?

Don't have an account yet?

11 O < 1l o <
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Providing my email id and password, SAP CDC automatically checks if | am connecting into my site with different Device.

SAP CDC is right; | am connecting with my Mobile. The first time it was my computer. Then SAP CDC will send to me by email a secret code
and ask me to check my email inbox and confirm the secret code.

11:41 G 23 B E67%E 11:42 @ O3 BB E6T%E
{0 A modulocrm.com.br/ModuloC (@) % 3 A modulocrm.com.br/ModuloC (@  §

Quickly log in with your social network:

A verification code has been sent

to:

G Google cjFrrrrsrt@gmail.com
- e e
IN. Linkedin Y Yahoo

or ] Rernermber COrmp

Log in with your email and password: Submit

Cjsgoulart@gmail.com

[ | Keep me logged-in Forgot password?

Don't have an account yet?

1] @ < 1l O <

Into my email inbox, there is an email informing my secret code. Copy the code.

Email Code Verification = inboxx & O
Name <noreply@gigya-raas.com> 11:38 AM (0 minutes ago)  Y¢ 4
tome ¥

Hello Claudio Goulart,

Please use the following code to verify your account:

434303

This email was sent to you since there was an attempt to access your account. The login attempt was made using
Unknown(Chrome), from: BR (177.25.215.236). If you have not tried to access your account, please consider changing
your password as soon as possible.

If you have any questions or comments, contact us at y: dd; ample.com

- The yoursitename.com team

4 Reply ®» Forward

1 deleted message in this conversation. View message or delete forever.
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In the Verifying page | will provide the secret code, then | will click into the Submit Button. That’s it, SAP CDC allows me to connect into my
web site now.

11:42 3 G

B2 . 67% @ 11:43 2 G B E 67%E
O A modulocrm.com.br/ModuloC @) 3 {0 A modulocrm.com.br/ModuloC (@& i
Verifying Your Account Lite Registration! | Register | Login | Logout
A verification code has been sent - "
to: Firstname Lastname Email
cjrrrrrrt@gmail.com Claudio Goulart cjsgoulart@gmail.com

434303

Remember this comp

11 o < 11 o

It was not a complex configuration, but the result is outstanding, and demonstrate how powerful this solution is.

It was nice, don’t you think?? | hope you enjoy it folks!!
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