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Version 

This article was created by SAP CDC Former(Gigya) 5.7.x Version 

 

Brief Description 

This document has the objective to exemplify how SAP CDC Gigya improve Customer 
Identity Security using RBA (Risk-Based Authentication). The RBA is a layer of account 
security that can prevent malicious attacks and hacking attempts on your site. 

I hope you enjoy it!! 
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1. Customization 

1.1. Description 

RBA (Risk Based Authentication is used to prevent malicious attacks and hacking attempts do your web site. RBA includes two types 
of rules, Global and Account. Global Rules applies to all login attempts in your site. Account Rules applies to individual Accounts. SAP 
CDC provides several rules available out of the box, but we will test the connection with different devices (Computer and Mobile) 
using the same User Id. 

Any of the following events can trigger a requirement for a higher level of authentication:  

 Failure to login after a specified number of attempts, from a specific account or IP address. 
 Percentage of failed logins, triggered after a specified number of attempts 
 New device used for login. 
 First login from a different country. 

 

 

 

Source Data: https://developers.gigya.com/display/GD/Risk+Based+Authentication 
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1.2. Customizing 

First, into the policies configuration, it is necessary to check the Email Verification. Then save the configuration 

 

Let´s go to the RBA Configuration demonstrated below. I will create our rule clicking in the button “Add Rule-Set” into the Account Rule-Sets. 

 

The out-of-the-box rules will be listed, choose the rule “On Device change > force verification of auth level 10 or higher”, then “Next” 
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The rule “device_change_email_verification” is created automatically. Just click on the button “Apply”. 

 

Save the configuration clicking in the “Save Settings” 

 

In the same RBA configuration, the field “Default Account Rule-Set” choose the rule that we already created, 
“Device_Change_Email_Verification”. Then into the “Account Rule-Set Override” click in the “Admin and end user” option. 

 

Continue in the RBA Configuration, provide the following information 

 Auth Level 10 – Email 
 Auth Level 20 – Authenticator App (Time-Based Authentication) 
 Application Name (RBAModulo) 
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1.3. Checking the Identity Access  

Into this document, I will register a new user, then before that, I will show to you the Identity Access. There is no user created into the 
ModuloCRM Site. 

 

 

1.4. Registering a new User into your Web Site (Computer) 

I built a web site which is integrated with SAP CDC. This is the moment to test our configuration. Then, I am accessing my web site 
using my computer and I will click into the “Register” link. 
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The Screen-Set Registration appears, then I will provide my email, name, and password. I will agree with the consents and click the button 
“Submit” 

 

An information is shown informing that “A verification email with a link to verify your account has been sent to you”. Then I click into the 
button “OK”. 

 

 

1.5. Checking the Account Activation (Email) 

As I mentioned, I will receive an email to check if my email is real. Then, I will click into the link “Activate link” 
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An Email Verification page will be exhibit immediately. My User was activated. 

 

1.6. Accessing the Web Site from different device (Mobile) 

Now, let´s test if my configuration is doing exactly what I want to. I will connect into the same web site, however, using my cellphone. 

I will click into the link “Login”, then an SAP CDC login page will appear asking me my email and password. I will provide it right the way. We will se 
what happen.  
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Providing my email id and password, SAP CDC automatically checks if I am connecting into my site with different Device.  

SAP CDC is right; I am connecting with my Mobile. The first time it was my computer. Then SAP CDC will send to me by email a secret code 
and ask me to check my email inbox and confirm the secret code. 

         

Into my email inbox, there is an email informing my secret code. Copy the code. 
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In the Verifying page I will provide the secret code, then I will click into the Submit Button. That´s it, SAP CDC allows me to connect into my 
web site now. 

     

 

It was not a complex configuration, but the result is outstanding, and demonstrate how powerful this solution is.  

It was nice, don´t you think?? I hope you enjoy it folks!! 


