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Version 

This article was created by SAP C4C (1702) Version 

 

Brief Description 

On this article the subject will be Data Restrictions using Sales Territories on SAP C4C. 
This feature is quite useful to Sales Solutions to implement data segregations, allowing the 
Sales Reps view only their Customers. 

 

I hope you enjoy!! 
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1. Customization 

1.1. Description 

Data restrictions is very useful to every corporative solution, allowing only necessary permissions to which person in process. On C4C, 
data restrictions are very flexible feature, and to exemplify to you, I will use Sales Territory to segment Customer data. 

Let’s do it!! 

1.2. Sales Territory definition 

On link “SALES”, click on “TERRITORIES” 

 

It will list Territories already existent on our environment. Then, to exemplify our article, I will use “US Central” and “BR Sao Paulo”.  
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1.3. Configuring Business Role and Territories 

As I mentioned before, we will use “US Central” and “BR Sao Paulo”. Then I created 2 Business Roles listed below. 

 

And 2 users, USER_SP (From Sao Paulo), and USER_US (From US). 
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Right now, I will define the access restriction using the business role “ZSALESPRO_FROM_SP”. Click on tab “ACCESS 
RESTRICTION” 

 

Filtering by Customers, it will list 5 items. Then I will define restrictions for 2 items: 

 Accounts 
 Individual Customers 

Important: Remember, the access restriction MUST be defined for every object, that you want to do it. 

Let’s start with the object “Accounts”. Select the item, and define the Restriction Rule. 
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There many rules to data restriction, and you must identify the better rule fits your process. In our example, I will select 99 – Define 
Specific Restriction. 

 

After define the Restriction Rule, the territories mentioned before are listed below. 
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That Business Role, belongs to Brazil – Sao Paulo, and then I will set Sao Paulo Territory, Read and Write access. 

Then finished. 

 

Now, I will do the same for Individual Customers.  

 

Now, I will do the same process to ZSALESPRO_FROM_US. But now selecting the US Central. 
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1.4. Setting Users as Sales Employee from Territories 

On Sales -> Territories, Let’s set the users created before as Sales Employee. 

 

On US Central Territory, Territory Team, Add the User from US 

 

Do the same with Sao Paulo Territory, adding User from Brazil SP. 
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1.5. Testing Data Restriction 

Login USER_SP. 

 

Let’s access CUSTOMER – Accounts records 

 

Notice that only records from Sao Paulo are listed. The same happen with Individual Customers. 

Important: IF THE CUSTOMER OU INDIVIDUAL CUSTOMER ARE HAVE NOT ANY TERRITORY SET, THEN THE RECORD WILL 
BE LISTED FOR EVERY SALES REP. 
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Doing the same with USER_US 

 

Only records from United States are listed. 

 

 

That’s it folks, really simple and you can do the same for many objects. Bye!! 

 


